Abstract-For decades, the structure of existing power grids has not changed. It is an old structure that depends heavily on fossil fuel as an energy source, and in the future, this is likely to be critical in the field of energy.
I. INTRODUCTION
A Smart Grid is an electricity supply network that controls all network activities and ensures the two-way flow of electricity and information among power plants and home appliances [1] . The two reasons for moving towards smart gird are: (1) the outdated current electric power system which needs to be improved to meet the future requirements and (2) the advantages of the Smart Grid in the following five areas: environmental, economics, reliability, efficiency and security. According to the new studies conducted in converting the current electric power system into the Smart Grid, the design and implantation of an effective communications infrastructure for connection among components of the Smart Grid is of concern [2] . The Smart Grid components are: Home Area Network (HAN), Neighborhood Area Network (NAN) and Wide Area Network (WAN) which are named as the communication layers of Smart Grid. These layers and the correlation among them is illustrated in Fig. 1 . Fig.1 . Communication layers of Smart Grid [3] As observed in Fig. 1 HAN is the home area network that allows communication among electronics appliances and smart meters [4] .
Quality of Service (QoS) is the capability of a network in providing certain services in terms of availability, bandwidth, reliability, delay, etc. QOS is very important in design and implantation of the Smart Grid. Smart Grid applications require high reliability in transmission of information which must be satisfied [2] .
Packets in networks may be lost, altered or delayed during transmission, while the networks must be designed and implemented by considering these problems to ensure that each packet is sent to its destination in a timely and correct manner. The cause of many of these problems are: link disruptions, network congestions, and protocol errors [5] .
Achieving the required level of reliability in transmission of information is one of the major challenges for HANs. With regard to one of the requirements of the HAN is providing reliability in data transmission, and given that an important factor in Copyright © 2016 MECS I.J. Computer Network and Information Security, 2016, 6, 22-28 meeting these requirements is the use of routing protocol in HAN, the objective of this study is to improve ad hoc on-demand distance vector (AODV) routing protocol in order to satisfy the required level of reliability for the HAN part of the Smart Grid. The rest of the paper is organized as follows: The related works are presented in section II; some basic definitions and concepts are presented in sections III and IV; the proposed method for improving the AODV protocol to satisfy the required level of reliability for HANs is presented in section V; the evaluation of the proposed routing algorithm is presented in section VI and the article is concluded in section VII.
II. RELATED WORKS
Since Smart Grid is a new technology, not enough studies are available regarding the subject of data transfer in this network. For this reason, this section surveys the works which related to increase reliability in wireless networks.
Mohapatra et al., [9] optimized the Reverse Ad hoc On-demand Distance Vector (R-AODV) based on computing the Reliability Factor (RF) of nodes. This factor includes route stability and energy aware metric. The proposed protocol uses two paths to send packets, primary path with high RF and secondary path with descending order of RF. Chughtai et al., [10] proposed a technique in routing, which selects a path from source node to destination node with the least congestion. In this technique each node computes the traffic load based on the Packet Delivery Ratio and hop count metrics, then the path with the minimum traffic load is selected. Zhu et al., [11] improved the AODV routing protocol, which uses a secondary path when data packets cannot be delivered through the main path. Zhang et al., [12] proposed a multi-path routing protocol, which finds the first shortest and the second shortest paths. These two paths are independent of each other. Ren and Wu [13] proposed a method, where every node in network must be covered by more than one coordinator node. Although this method provides more reliable network, it is costly. Li et al., [14] proposed a multi-path routing protocol, where two paths are used at the same time. When a failure occurs on the primary path, this protocol uses a bridge to transfer the data to the other path, and improves the reliability of transmission in a significant manner. Valarmathi and Malmurugan [15] proposed a multipath routing protocol, which selects a path from source node to destination node with the least interference. The combined metric is computed based on the interference and load of each link. The source node finds the path with the minimum value of the combined metric. When the failures occur in the primary route, the alternate route is chosen with descending order of combined metric value. Kim and Ngo [16] proposed a routing protocol, which finds the route with the highest packet delivery ratio to transmit data packets. Zhong et al., [17] proposed a routing protocol for Zigbee wireless network, which combines Cluster-Tree and AODVjr routing protocols. The AODVjr routing protocol is applied for routing discovery and Cluster-Tree protocol is applied for fast routing. Aron et al., [18] improved the AODV routing protocol, which applies the backup route technique. If there is a failure in primary path, the backup routes are applied. Jawhar et al., [19] proposed a routing protocol, which is based on the DSR protocol. In this protocol each node maintains a reliability factor. During route discovery process, an intermediate node only propagates the request messages to other nodes with a reliability factor above the needed threshold. Marina and Das [20] extended the AODV routing protocol, which finds multiple link-disjoint and loop-free routes.
III. CLASSIFICATION OF AD HOC ROUTING PROTOCOLS
Whenever a packet is to be sent from a source node to a destination node by intermediate nodes, routing protocols are responsible for finding paths from source node to destination node. These routing protocols are categorized as follows:
A. On-demand Routing Protocols
In this category the routes are established upon necessity. The source node begins a route discovery process whenever it needs to send data towards destination node. When a route or routes are found, the discovery process is considered as complete. When routes are created, the procedure of route maintenance is followed, which maintains valid routes and eliminates invalid routes. Different on-demand routing protocols consist of AODV, Dynamic Source Routing (DSR), etc. [6] .
AODV is an on-demand routing protocol. The discovery process is OFF until a route is required. Upon demand, the source node which needs the route, broadcasts a request packet to its neighbors. When an intermediate node receives a request packet and it has an entry corresponding to the destination node address in its routing table, it returns a reply packet through the reverse path to the source node; otherwise, rebroadcasts the request packet to its neighbors. This procedure will continue until an intermediate node can return a reply packet through the reverse path to the source node or the request packet reaches the destination node and destination node returns a reply packet through the reverse path. Next, the source node recognizes a new path and transmits its data through this path to the destination node [7] .
B. Table-Driven Routing Protocols
This category of protocols holds the routing information from each node to every other nodes in the network, regardless of whether these routes are needed or not. Every node in the network holds a table, known as routing table, where routing information is maintained and assists nodes to get the route information and establish a path. Different table-driven routing protocols consist of Destination Sequenced Distance Vector (DSDV), Optimized Link State Routing (OLSR), etc. [6] .
A. ZigBee
ZigBee
B. Wi-Fi
Wi-Fi is a wireless technology built on the IEEE 802.11 standard. It supports maximum coverage distances of 250 meters and maximum data rates of 150 Mbps. Wi-Fi can be applied in home automation, laptops, smart phones and other electronic devices. Wi-Fi technology is an appropriate choice in networks in low interference environments and small data rate requirements. These characteristics make Wi-Fi technology appropriate for the HAN applications [8] .
V. PROPOSED METHOD
The proposed method in this article is to improve the AODV routing protocol in order to be applied in the HAN and to reach the required level of reliability. This method is outlined in Fig. 2 . The obtained routing protocol is named Ad hoc Table-driven Distance Vector Multipath (ATDVM). The procedure in this method consists of three main steps:
A. Making a table-driven AODV routing protocol
As mentioned in section III, the AODV routing protocol is an on-demand routing protocol, where the routes are created upon necessity. On the contrary, table-driven routing protocols perform better in small networks with low mobility, such as HANs; therefore, the first step of this proposed method is to make a change in AODV routing protocol from on-demand mode to table-driven mode. This change requires the network to be configured prior to the information transfer. Before the nodes make a request to send information, each node must create a path to the smart meter and save it in its routing table. Since the paths in HANs are bidirectional, the smart meter must create paths to all nodes in the network and store them in its routing table. The point here is, whether paths are needed or not, they must be created and stored in the routing tables. After the configuration is completed and the paths are saved in the routing tables, the nodes can send data to the destination node. The pseudo-code for making the table-driven AODV routing protocol is presented as follows, the Algorithm 1 shows the pseudo-code for discovering the paths from each node to the smart meter and storing them in routing tables, and the Algorithm 2 shows the pseudo-code for discovering paths from the smart meter to each node in the network, then storing them in its routing table.
Fig.2. Proposed Method for Improving AODV Routing Protocol

B. Simplification
After designing the table-driven AODV routing protocol, its simplification is an essential. In AODV routing protocol, hello messages are applied to detect link failures. These failures can be detected by applying Link Layer ACKnowledgments (LLACKs) as well [18] . Periodic hello messages at specified intervals, are applied more commonly for networks with high node mobility. In such cases, the hello messages are applied to identify link failures rapidly, execute route discovery procedures and update the routing tables. Due to the low mobility of nodes in HANs, link failures occur less often; therefore, in this network, hello messages are not required for updating paths and LLACKs are applied instead.
C. Extending the routing protocol to compute multiple paths in a route discovery
Using multiple alternative paths in a network can yield a variety of advantages, overcome the drawbacks of unipath routing protocols and enhance network utility in terms of routing efficiency, packet delivery ratios, fault tolerance, etc. Since applying multiple paths will enhance reliability, the routing protocol after being adapted to be table-driven and simplification, is extended to compute multiple paths in a route discovery. The computed multiple routes can be overlapped, link-disjointed or node-disjointed. In this proposed method, the obtained routing protocol is extended to multipath link-disjoint form. The discovery of more paths in link-disjoint form compared to that of the node-disjoint, makes multipath link-disjoint preferable. 
VI. RELIABILITY ANALYSIS OF ATDVM ROUTING PROTOCOL
This section, first, describes the simulation parameters applied in this study and then evaluates the reliability of ATDVM protocol on the NS2 platform and compares it with the Ad hoc On-demand Distance Vector Multipath (AODVM) and the AODV protocols.
A. Simulation Settings
Network simulation parameters are presented in Table1. The shadowing propagation model is adopted with soft partition and hard partition environment characteristics for simulating packet loss and obtaining realistic results. The ATDVM, AODVM and AODV routing protocols are applied as the routing layer protocols, with each node sending Constant Bit Rate (CBR) traffic of 40 bytes to sink node. 
B. Simulation Results and Discussion
The reliability of information transmission is evaluated through Packet Delivery Ratio (PDR) metric. PDR is the ratio of number of received data packets to number of sent data packets. This ratio represents the reliability of the network. For the HAN, this is the most important metric in measuring electricity consumption. The obtained results of this study consist of the following 5 assessments with different parameters:
1) PDR versus number of source nodes with ZigBee in soft partition environment
As observed in Fig. 3 , when multiple nodes send packets to the destination node in a simultaneous manner, the ATDVM routing protocol outperforms AODVM and AODV routing protocols. The PDR of AODV protocol is severely degraded with an increase in the number of source nodes. 
2) PDR versus number of source nodes with Wi-Fi in soft partition environment
Find_Route from Source to target and update Route As observed in Fig. 4 , when multiple nodes simultaneously send packets to the destination node in a simultaneous manner, the ATDVM routing protocol usually performs better than AODVM and AODV routing protocols. The PDR of ATDVM protocol remains close to 100%, even when the number of source nodes is increased. On the other hand, the PDR of AODV protocol is degraded with an increase in the number of source nodes. 
3) PDR versus number of source nodes with Wi-Fi in hard partition environment
As observed in Fig. 5 , when the shadowing propagation model is adopted with hard partition characteristics, the ATDVM protocol always outperforms the AODVM protocol and most of the time it outperforms the AODV protocol. 
4) PDR versus number of mobile nodes with ZigBee in soft partition environment
The simulation of this section has been done with one source node. As observed in Fig. 6 , when multiple nodes move in a simultaneous manner in the HAN, the ATDVM protocol outperforms the AODVM and the AODV protocols. 
5) PDR versus number of offline nodes with ZigBee in soft partition environment
The simulation of this section has been done with one source node. As observed in Fig. 7 , when multiple nodes become offline in the HAN in a simultaneous manner, the ATDVM routing protocol outperforms the AODVM and AODV protocols. The PDR in ATDVM and AODVM protocols is degraded with an increase in the number of offline nodes, however, the PDR of ATDVM protocol is still higher than that of AODVM and AODV protocols. The future work will focus on achieving the required level of reliability in the information transmission to NAN, where by considering the parameters and constraints of NAN, AODV protocol can be improved to satisfy the required level of reliability for NANs.
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